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1 Virtual Phalanx™ Fraud Detection
Scenario: The Virtual Phalanx™, Ver. 0.1, 2014 fraud detection tool rests upon the data fraud profile algorithms encompassing the sixteen character traits/foot prints associated with fraud. Utilizing the scientific process, beginning with no prior assumptions, following with the specific steps of; observe, detect, identify, and analyze, resulting in a determination whether or not to proceed with an administrative, legal and/or criminal prosecution.
While the key areas for fraud life-cycle detection, requires the identification, observation, and analysis of the sixteen characteristics linked to the fraud’s footprint of; who, what, where, when, why, how and how long. 

Internal Quality Auditor 

Qualify the tools methodology and claims under the assumption the IQA was not contracted or hired to detect or prevent fraud instead the anomalies were uncovered because of trying to resolve WICKED problems, which happened to be related to the criminal acts.  
In all cases where I have been involved with fraud detection or embezzlement the observe, detect, identify and analyze model would not have produced nor detected the crimes.  
In none of the cases would a software tool have the capability to allow us to observe, detect, identify and analyze.  
In all situations were an algorithm is used we can assume there are various reason’s the assumptions are likely to produce false positives based on the subjective nature of the tool.   
· In none of these cases was more than one employee or person involved.  
· Example; the Hardware IT Manager uses a virus which requires the person to physically respond and perform certain actions on the network in order to prevent the virus from destroying the network.   
· Symptom 1 The first indicator was a constant movement of folders on the network

· Symptom behavior - Mapping drives in Windows 98 was not working due to the location changing constantly.  
· Symptom discounted – The IT manager was the person who we reported the issues to and the person who closed the cases.  

· Symptom – Root Cause of the movement was based on the programmed algorithm, which required the IT Manager to move folders.  Failure to move the contents would systematically delete the network and shred all evidence of the network.  
Cause – An insider threat

A virus developed in Poland and used by IT to force companies to keep the person on the payroll.      
· Symptom 2 New Windows ERP system implemented and goes live

· New PC’s errors and alerts were high and software initially faulted for the behaviors.  

· Symptom behavior - Hardware was new but software was where the errors were preventing transaction entry.  
· Upgrade to windows 2000 was required for the year 2k technology avoidance of failures.  

· Symptom behavior – Staff was overreacting and causing errors by forcing entries.   Assumption was the people were causing failures.  
· Symptom Discounted - We knew a certain percentage of users would resist and the long-term employees were reporting on behalf of the contingent staff we failed to setup a direct link to issues reported.  

· Symptom Root Cause - 
2 Virtual Detection Strategy
At This Point in Time:

The subject of the investigation follows an initial bell curve of MOM (Motivation, Opportunity & Means) plus their reality of justification for their actions which requires us to honestly think like a fraudster.
3 Virtual Iterations
Scenario:  Focusing on a smaller community via a hybrid melding of Benford’s Law and Parento’s Theorem, these outliers are comprised of; mostly male 36 to 45 years old, commits fraud against their own employer, works in the finance function or in a finance-related role, holds a senior management position, is employed by the company for more than 10 years, and does not work alone, e.g.; ‘there is never just one cockroach in the kitchen’.
1. Please Note:  Certain commercial entities, equipment, or materials may be identified in this document in order to describe an experimental procedure or concept adequately. Such identification is not intended to imply recommendation or endorsement by the National Institute of Standards and Technology.
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